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ABSTRACT 


As the military forces of the United States continue to 
draw down, Special Operations Forces (SOF) are playing a 
greater role across the entire spectrum of conflict. In 
order to maintain its relative advantage, SOF is uSing 
technology as a means to leverage limited resources - 
sometimes to the point that mission accomplishment depends 
eaprrcally Om a teehnology’ s avallability.- Niven aces will 
attempt to challenge our advantages. Whether Special 
Operations Forces are prepared to operate in a degraded 
environment could determine success or failure. 


This thesis examines the issue of critical technologies 


in special operations. Critical technologies are defined 
according to three variables - level of dependence, degree 
er. Vulmerabilityoe and -substmputability. By exXamining 


technologies against these three variables, SOF can gain a 
Bebter understanding of the impact to SOF operations if a 
tjecanical capability is lost. Three technologies are 
Samined tO; bio teabemene model — the Use of Radar in tie 
Bacele Of —Bwatain, the Global Positioning System, and UHF 
Satellite Communications. 
By applying the model to actual cases, I hope to 

encourage SOF decision-makers to closely examine our growing 


reliance on vulnerable technologies as a force multiplier 


Vv 


and provide recommendations to prevent undue reliance on 


those technologies. 


Vi 
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cLivs INTRODUCTION 


A. BACKGROUND 

Technological advancement is a critical aspect of any 
study of military operations. ee 1S iImeessible to 
dissociate war from the technological means of fighting war. 
John H. Morse, former US Assistant Secretary of Defense, 
Stated, “It is more the march of technology than it is the 
Polmercaledecisions which drives “ene nature and st ructurerwor 
Our societies, our strategy, the nature of military forces, 
their structure and the doctrine they develop” (Holmes, 
USSisie eke. (gee Technology, in short, has played a central 
role in shaping the strategy, doctrine, and organization of 
military units. The longbow, repeating rifle, maxim machine 
gun, airplane, tank, radar, and radio have all had a major 
impact on how war has been conducted throughout the ages. 

Although technology has played a vital role, it has 
oiercait (iimitaeTons. Adversaries have been very 
successful in countering technological advancements’ and 
Plevelrng the playing “rreld™. The Zulus against the 
British, the plains Indians against General Custer, the 
Vietnamese against the French and Americans, the Afghans 
against the Soviets- all examples of a less sophisticated 


foe defeating a technologically superior force. 


Ba RELEVENCE 


More than ever SOF will depend on leading-edge 
technology to provide the critical advapeacemond 
LO SUpOOLrt. pariverpalion ina Growine numoer ot 
technologically complex and challenging missions 
and operations. (SOF Posture Statement, 1o9e, no. 
40) 


Technological superiority enables small, highly 
trained teams or individuals to successfully 
accomplish tasks that would be too costly or 
physically impossible for larger forces. (2Ce 

Posture Statement, 1998, p. 11) 

Special Operations Forces (SOF) play a unique role as a 
strategic asset of the United States. The changing world 
dynamics have placed SOF in a precarious position. As the 
military forces of the United States continue to draw down, 
SOF is playing a greater role across the entire spectrum of 
Cont lice.) OUGSrOneccrare COntImueusly usang teenmelogy sas a 
means to leverage limited resources and USSOCOM is 
especially committed to the development of new technologies 
to maintain a relative advantage. Conversely, SOF must be 
careful not to put too much emphasis on technologies that 
could be (countered by enemy action. “Wien the oroliveration 
of advanced technologies in an ever-shrinking world, it is 
likely that future adversaries will develop measures to 


counter our advantages. We must not forget that combat 1s a 


dynamic interaction between two opposing forces, therefore, 


an advantage in capability at the beginning of a conflict 
may be degraded or eliminated. Whether SOF is prepared to 
operate in a degraded environment may be critical to 
S-termninangusuccesseor “Traimtire: As the previous spxeouqaide 
from the SOF Posture Statement imply, there iS every 
indication that SOF will continue to pursue more advanced 
technologies to maintain an ‘edge’. It is therefore 
essential to step back and examine how new technologies are 
being used, the effect of their possible loss, and develop a 
ee to examine when a technology becomes so important that 


mission accomplishment rests on its availability. 


c. PURPOSE 


The purpose of this research is to answer the following 
questions: 
e How can we determine which technologies are critical to 
Special Operations Forces? 
e What are the vulnerabilities of these technologies? 
e What is the potential impact on SOF if these 
BechnoOmeg res are Ost 2 
This thesis will develop a model that can be used to 
identify technologies that are essential to SOF operations 
and consider the impact of the loss of these technologies on 


mission accomplishment. An Gaeeieilonal pumepose “oF this 


effort 1s to encourage SOF decision-makers to closely 
examine our growing reliance on technology as a force 
multiplier. It should encourage commanders and operators to 
look beyond the initial engagement and develop a longer term 
view of warfare against an adversary with the means to 
eliminate cone Suenilicane ky degrade our technological 
advantage. The first step in this process is to define what 
makes a technology critical. The following section defines 


critical technologies based on three important variables. 


YD. DEFINING CRITICAL TECHNOLOGIES 

The idea of critical technologies is not new to the 
Department of Defense. For over a decade, the DoD has been 
required to submit to Congress a list of technologies that 
it considers “critical to ensuring the continued qualitative 
Superiority of US weapons systems” (Jefferson, 1989). The 
technologies that appear on this list are not specific to 
any service or mission and are often very general. Some of 
these technologies include microelectronics, BOloELteS, 
integrated optics, data fusion, and lightweight composite 
materials. 

The main purpose of the list is to identify those 
‘technologies that are critical to maintaining Capabilities 


in the future and defining those areas that require 


coordination and focus of research and development efforts 
(Wa idugh, 199 Jowe This is where my analysis differs from the 
traditional view. Instead of looking at what capabilities 
wae be. critazecal in the Euture, this study ®®ooks at ‘what 
Lechmetoo cal capabiimities Special Operations Forces “have 
now that are necessary to their success. 

The famesie eakep “in “det mang critical technologies for 
Special Operations Forces is to clearly specify what makes a 
EeeriNGwegy “critical”. Three factors will be used to 
Jerermimencritreality . @“Thesfrs tractors "dependence. <The 
Second mtactorers vulmeracummety., The™@ast siactom deals with 
meer SUD SEteUcaoLlliity of tne tCechnology in question. The 
remainder of this section will discuss the three criteria in 
detail and how the criteria can be used to evaluate selected 
technologies. 

ky Dependence 

Mie filesk “raerer In Geraning Critical tecinologqles ror 
SOF is dependence. he bear conssdered) cromercaly the 
technology must be required to effectively perform a mission 
ifas K LTC. The task may be as broad as one of the SOF 
principal missions or as narrow as a Mission Essential Task 
List (METL) item, as long as the METL item is essential to 
nee Complch one Of “ehicmopcrallon= Consideringwthat much of 


the technological advancements ab 8 weapon systems, 


communication systems, navigation systems, and delivery 
systems are rather new to SOF, dependency on a technology 
has a broader meaning than initially realized. ie 1s 
obvious that if a mission cannot be performed without a 
specific technology then the dependency requirement is 
satisfied. The condition of dependency can also be 
satisfied if the mission can be accomplished in the absence 
of the technology, but much less effectively and at a much 
Hieite “rise 

Dependency, in this case, will vary by degree. eve 
example, a SF team is tasked to ‘conduct a special 


reconnaissance (SR) mission lasting an extended period of 


time. The mMissioneps to “provide daldy® reports  conmmrme 
mobilization of enemy forces. To Sftectively carry out Jehaes 
mission, secure long-range communications -- the relevant 
technology -- are required. Although alternate (nonsecure) 


methods of communications may be available, the risk of team 
compromise or @asion failure significantly increases with 
their use. This example illustrates an important point. 
Although the recon mission can still be accomplished uSing a 
sub-optimal technology, the condition of dependence on a 
Critical technology rs still “satisfied. 

As we will see in the next chapter, the British were 


very dependent on RADAR to warn of German attacks during the 


Battle of Britain. Could the British have won the Battle of 
Britain without RADAR? Possibly, but they would have been 
much less effective and would have sustained much greater 
losses. 

a. Vulnerability 

The second determinate of criticality is vulnerability. 
To be vulnerable means to be susceptible to attack. SOF 
exploits a variety of technologies to gain a relative 
advantage over an adversary. If we view war as a series of 
engagements between two competent adversaries, it is obvious 
that if one side has a relative advantage then the other 
Side will attempt to counter that advantage through whatever 
means available. Therefore, SOF must be aware that the 
enemy may be in a position to significantly degrade whatever 
technological advantage U.S. special operations forces may 
enjoy during the initial phase of the conflict. 

Some technologies, of course, are more susceptible than 
others are. Re-breathers used by Navy SEALS are an 
essential technical item. They provide the SEALS with an 
important capability necessary to complete a variety of 
combat tasks. Being a completely self-contained and passive 
system, the re-breather is virtually invulnerable to enemy 
countermeasures. The same is true of night vision devices. 


Plt niougmie =e “ImpOrtanig tO” —CONn@uctTIng “night “operations, 


night vision devices cannot be targeted (and, hence, 
degraded) in a comprehensive manner. Bach device must be 
targeted individually - an almost impossible task: 
Conversely, the enemy can disrupt the use of the electro- 
magnetic spectrum in a variety of ways. Therefore, for the 
purpose of this study, re-breathers and night vision devices 
are not considered as critical technologies. Radio 
communications, by contrast, are potentially vulnerable and 
could be considered critical if they meet the other 
Crit e rita For a technology to be vulnerable, it must have 
an exploitable weakness, either initially or over the 
dUtesb ton Of seanivextencdas “com: lict. 

Ss. Substitutability 

Lie wetnalwecreuatemaonewe will wise to define a critical 
technology 1S substitutability. Special Operations Forces 
may be dependent on a technology that is vulnerable to enemy 
acti@m, but that technology 1s not. considered” critical if a 
ready substitute 1s available resulting in little or no loss 
ef Seapebakt ys Substitutabilityamis selosely,y related@™to 
dependence, but they are distinct criteria. SOF is always 
Searching) eiObpmeiecaedamg-cadge etechnologues “EO SUuStain an 
advantage. Often new technologies are incorporated into SOF 
OperakionsS@edas a M@supplemene “top nNewma repliacemene for, 


existing equipment. For example, computer-based flight 


planning systems are provided to all SOF aircrew. These 
systems can reduce the amount of time required to plan a 
mission and produce excellent mission aids. Although it may 
take slightly longer; a map, pencil, plotter, and ee 
could produce a near equivalent product. In general, actual 
mission accomplishment may not be strongly affected by the 
method used to plan a flight. per a S@eeehnology to be 
designated as critical, it must provide a unique advantage 
that cannot easily be duplicated through other means or 


technologies. 






Vulnerability 





Dependence 





Lack of 
Substitutes 
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1s CASE SELECTION 

The degree cis dependence, Vud nerabaiaey; and 
substitutability that characterize a technology can change 
based upon how the technology is used, what mission it is 
UsecdaioOrjmand whewuses 20. “SOR culierenely shaswname pusiewpat 
missions and eight collateral activities, all of which can 
involve numerous tasks that are essential to mission 
success. A technology deemed Crubivedt we 
Geumneerprolaiecratvemeamaght not be Considemed cCcralerca | eor 
conducting special reconnaissance. le as “Cill@arly “nee 
possible in this study to analyze every technology in 
Yella On. LO-eVvery@sCn mrssitom task. The goal is rather to 
select a technology sample that can be used to illustrate 
the problem of technological “Cripueemircy” . By 
concentrating on technologies that have applications across 
a broad range of missions and SOF units, it will be easier 
to apply lessons learned to more specific cases of single 
missions or tasks. In addition to the historical case 
presented in the next chapter, I have selected the Global 
Positioning System and UHF Satellite Communications as 
possible critical technologies for SOF. Obviously, these two 
technologies are not the only possible technologies critical 


for SOF, but they are current examples that illustrate the 


Ae 


qualities of dependence, vulnerability, and substitutability 
as they apply to SOF operations today. 

Dew reomlowimg Chapter includes an historical analysis 
of the Battle of Britain and the role radar played in its 
successful outcome. Radar was the backbone of the British 
air defense system and a critical technology for the 
Pia 1S ie The British air defense system provided the 
British with a relative advantage over the superior German 
Air Force, but it was a fragile advantage. Even theugh 
vulmerable temenmemy attaek, radamgiwas the» only wrechnoloegy 
available to provide the British with adequate warning of 
German attacks. The three criteria of critical technologies 
- dependence, vulnerability, and substitutability - are 


presented in the following important historical example. 


iL iL 





II. THE BATTLE OF BRITAIN 


A. INTRODUCTION 

It is undisputed that advances in technology have 
mlayed an essential role in the comedue@m@Joteasconflact 
pimowghout the ages. There are obviously countless 
technological advancements, some mentioned in the previous 
chapter, that have shaped war and changed history in the 
pEeeess, DUE there 1s one technological advancement thet. is 
often overlooked - Radio Detection and Ranging, more 
commonly known as Radar. Some form of radar 1S used in 
almost every major weapon system, from airplanes, to ships, 
hBeomrange finders om individual tanks2 David «Paisher #7oe 3), 
author of A Race on the Edge of Time: Radar - The Decisive 
Weapon of World War II, states, “Taken all in all, radar 
must be the most important scientific/ political/ military 
Havent won Of them all, sar None se(p ax) . mMpcloveekeie = = lati 
statement may be contested, it 1s clear that radar has 
played a significant role in warfare. 

Radar was first used by the British during World War II 
to detect German aircraft approaching England. The early 
warning of German attacks provided by the British radar 
system proved essential to preventing the German invasion of 


pagland. An examination of the use of radar before and 


les 


during the Battle of Britain provides an excellent example 
of a critical technology. The three criteria of dependence, 
vulnerability, and substitutability are clearly demonstrated 


by this well documented case. 


By BACKGROUND 

In just two short years, Hitler’s Germany had gained 
control of most of the European continent. Czechoslovakia, 
Austria, Poland, Belgium, Holland, and France were all under 
German control. The British Expeditionary Force (BEF), 
along with over 100,000 French troops were isolated around 
Ele  POre. OF (Dunkirk on eres Franco-speloran soorder (Claw 
occ). Under immense German pressure, the BEF and French 
forces were forced to flee across the English Channel, 
relimogursning tie dJast Strondield on  Eme Comemment . With 
the signing of the Treaty of Non-aggression between Germany 
and Russia, only one country remained successfully at war 
with Germany - Great Britain. Realizing that Britain would 
not come to terms like the French, “the invasion and 
subjugation of Britain therefore became essential to the 
Germans (Clark, 1966, p. 23). 

Both the British and the Germans learned valuable 
lessons during Hitler’s campaigns of 1939 and 1940. One 


very important lesson was the value of airp wer. The rapid 
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and overwhelming success of German ground operations relied 
heavily on the Luftwaffe’s support for advancing ground 
forces. German bombers were very effectively employed as 
long range artillery in direct support of the army. 
However, in order for the bombers to successfully conduct 
attacks in daylight they had to be protected by fighter 
CS COmPesmake lank a9 66)» Air superiority became a necessary 
come igeior “for” a  “q@round “campaign ="“a “pemnt “clearly 
demonstrated at Dunkirk. 

The rescue of the BEF and French forces at Dunkirk 
relied on a number of things, one of which was the lack of 
German air superiority over the Dunkirk beaches (Clark, 
P66 Alli eaw@ellenes™ if yingMout er Francevand England were 
able to effectively engage the Luftwaffe, slow the German 
ground offensive, and allow retreating British and French 
forces to cross the channel to England in everything from 
fishing wo0atSm@me paavake yachts. 

The Germans knew that in order to successfully cross 
the channel and conduct an invasion of England, command of 
the air had to be achieved. “All that remained to be done 
before the great venture started was to gain control of the 
Fa Without that, as the Germans well knew, they were 
unlikely to get ashore, let alone stay there” (Clark, 1966, 


p. 131). For Operation Sea Lion (the code name assigned to 


eS 


the German pian to .ianvade England) to sconWence, the 
Luftwaffe had to neutralize British Fighter Command. 

Fighter Command was a formidable force. Developed over 
nearly two decades, Fighter Command was well organized and 
committed solely to the defense of England. However, 
defeating the German Luftwaffe would not be an easy task. 
The “Battle of Britain”, whose outcome would determine the 
future course of WW II, was fought with Germany’s Luftwaffe 


having a distinct numerical advantage over Britain’s Fighter 


Command. 

des The Prefight Numbers 

By the summer of 1940 -- the start of the Battle of 
Britain -- the British were outnumbered in frontline 
@€ircraft two to one. The @Reval Alr “Hewee (RAF) hed 


approximately 2900 aircraft of all types, the Luftwaffe over 
ds00 “eosen,” 1964 wharadiy the@sest of odds for a nation 
now isolated from the European continent and fighting solo 
against the formidable German war machine. Looking more 


closely at the numbers reveals a clearer, yet darker 


jonbere elie 
“Single-engine, Single-seat fighters were the key 
element. of both fonces” (Posen, 1904, te 94). The fighters 


were the aircraft that determined which side had command of 


the air. Without command of the skies, bombers were much 
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less effective and ground forces were susceptible to attack 
from enemy aircraft. Throughout the battle, Britain was 
able to close the gap, especially in fighters, but never 
approached a numerical advantage. Even at the peak of RAF 
size, between 550 and 650 British Hurricanes and Spitfires 
faced some 1,/00 German fighters and bombers (Posen). 

The gualitative difference was not nearly as great as 
the guantitative difference between the Luftwaffe and RAF. 
In fact, the Luftwaffe and RAF planes were quite evenly 
matched (Mosley, 1977). The British Spitfire and German Bf 
IMOrg were the best aireorart and their performance 
capabilities were very similar. British Hurricanes were a 
bit inferior and the Bf 110s were the worst. Even with 
somewhat evenly matched aircraft, the overall qualitative 
advantage was still with the Germans. The number of 
Spitfires seldom was over 250 and usually closer to only 
ZOO. The Germans had over 600 Bf 109s (Posen, 1984). 
Quality and guantity of aircraft was not the only issue 
facing themRAF atwehe startwof thesBatteule of Bristain. 

The RAF was also plagued with a shortage of pilots. 
The British lost nearly 300 pilots over France and Belgium 
in just the few weeks of war on the continent (Clark, 1966). 
Most of the men lost were experienced aviators. sLint 


contrast, the Germans had a large pool of experienced 


ae 


pilots, combat tested over Poland and Western Europe. The 
Bratish “could only ~ettectively = Erainwsixty—rime oi lots a 
month, sometimes not keeping up with combat losses (Clark). 
buckilyj;a since the Battle ©f Britain wwas almcst=>.clicivel,. 
fought».over. England,» RAF pilots, couldm parachute sorsverash— 
land™ on friendly “seil enabling them “to” be™ back in  aceiren 
rather quickly. This proved essential to maintaining enough 
experienced pilots to flee the planes (Mosley, 1977). Vet, 
there must have been some further reason why the British 
were able to overcome the Germans’ qualitative and 
quantitative advantages. The answer is radar. 

2s The Chain-Home System 

Early warning was one of the most important keys 

Hem V1 Clem. iat NCEE heme cua lity Of Gimie 

machines, the training of the pilots, or the 

courage with which they fought against such heavy 

odds would hardly have availed. q@ark, 960, o- 

Rey) 

The British knew that their country was becoming 
increasingly yee cas as aircraft cruise speeds tripled 
and bombing capabilities increased at an exponential rate. 
No longer could the British rely solely on visual warning to 
prepare for an impending attack. The idea that an aircraft 
could be detected by using radio waves had not even been 


thought of just five years before radar’s decisive use 


against the Germans in 1940. The development of radar in 


aks 


Such ae @@Oee “pericd “et time as an indication of the 
iaigeneee yy weme Key individuals ain thes British Sscientafic 
community. One such individual is Watson Watt - generally 
regarded as the father of radar (Fisher, 1988). jeebexwas 
the first to suggest that radio beams could be used to 
detect aircraft and was instrumental in designing and 
building the extensive radar system that spanned the entire 
east and south coast of England. The technology of radar 
was vital to the British, but was only one part of a much 
larger system that made up the air defense network. 

The protection of England depended on an intricate web 
of radio towers, receiver stations and control centers. 
Twenty-one radio towers and control centers were established 
to maintain unbroken coverage along the entire coast. Each 
control center was directly linked to a single Fighter 
@ommana Eiadter center that consolidated the information 
and resolved any discrepancies in center reporting. The 
Filter center then passed the information on to the Group 
Headquarters which allocated the targets and controlled the 
Intercepts with the Sard of ~the “control “centers at each 
“Chain Home” site (Posen, 1984). The Chain Home system 
could detect aircraft over 100 miles out and even determine 
the relative size of the German formations giving Fighter 


Command the ability to scramble the proper number of fighter 


Ko 


squadrons to intercept the intruders. The controllers could 
even determine aircraft elevation. ALtiliude Sindaecations, 
however, were still much less reliable than azimuth and 


distance informatvomereisher, @os0). 


Ga RADAR AS A CRITICAL TECHNOLOGY 

The Luftwaffe had to obtain command of the air over the 
channel and along the coastal regions of England to execute 
a successful landing during Operation Sea Lion. The only 
thing that could prevent German command of the air was 
Fighter Command, therefore, the survival of Fighter Command 
was paramount for the British. After evaluating radar 
against the three criteria of critical technologies - 
dependence, vulnerability, and substitutability - it is easy 
to see how important radar was to Britain’s success. Radar 
WaS G@ieteal to ighter Commands, andi hence, Britain s 


Sueyueya ie 
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de. Dependence 


Fighter Command knew an invasion loomed but 

did not have the fuel or planes to maintain the 

Standing patrols in anticipation of enemy raids. 

Nor did the country have the time to breed another 

crop of brave and intelligent young men if German 

bombers surprised planes and pilots on the ground. 

The nation’s best hope for hanging on rested on 

being able to spot the Luftwaffe far out over the 

English Channel and then deploying its thin 

resources to meet the threat at hand. Onest haus 

vital front, everything depended on the Chain Home 

radar network. (Buderi, 1996, p. 89) 

The above guote from Robert Buderi in, The Invention 
that Changed the World, summarizes why the British were so 
dependent on radar. England, at the nearest point, was only 
twenty-two miles from German controlled territory. Launched 
from bases on the coast of France and Belgium and travelling 
over 250 mph, German aircraft could be over the southwest 
eo6ast clwEngland inVminutes: The British were outnumbered 
and suffered from a shortage of pilots. It was not possible 
~O ontinueusly have eneugh atircratt Wairbemne TOMeetmrer a 
German attack, nor were there enough pilots to maintain the 
very short alert response times required if the British had 
to rely on visual sighting of German aircraft crossing the 
coast. 

The RAF could ill afforded to allow the Germans to 


SuULprNsemehemeancdmdestmey the aiveratt onwihne ground: The 


only way Fighter Command could both fight and Survive was to 


Za 


husband their resources and engage the Germans only on terms 
favorable to the British. The British dépénded on radar to 
provide adequate warning of German intentions so that the 
Minima MumMoer por airecretkt coule ibe Palinmehned  teom ehe riche 
airfields at the right time. Due to limited fuel reserves, 
an early launch could be just as disastrous as a late 
launch. Only with radar were the controllers on the ground 
able to place the defending squadrons where they could do 
poe Mose sqood ((C lanky! O66). 

Ze Vulnerability 

The twenty-one Chain Home stations on which the British 
depended were quite vulnerable to enemy attack. Each 
station consisted of a tall metal or wooden antenna tower, a 
control center that housed the radarscopes, and the living 
quarters of the radar operators. The German targeted the 
Powers Due round EMem very  Girreteul. “EO att “eue= =o Eneir 
Size and construction (Clark, 1966). The achillies heel of 
the stations was the control centers and living quarters. 

The highly trained personnel manning the stations, so 
essential to its operation, were largely unprotected from 
enemy attack. The work centers and quarters were often 
i kimsy “wooden (atiesj== hastiky Scamoul aged yer sume weasly 
visible to enemy bombers (Mosley, 1977). Lucky ee Ehe 


Germans did not realize the importance of the buildings 


ZZ 


surrounding the towers and never mounted a significant 
campaign against them. Stations were hit periodically and 
taken out of action, but themeGermansm neweme effectively 
exploited the subsequent gaps in the radar coverage. 

Toward the end of the Battle of Britain, the Germans 
did try to minimize the ,advantages of British radar by 
ese Meir tactics. The Luftwaffe would precede their 
bomber attacks with large fighter sweeps near the French 
coast in an attempt to confuse the radar operators and force 
the British fighters to launch unnecessarily. Numerous 
feint attacks would be followed by the main attack, with the 
Goa leofs catch img the Burbishesquadnens off. balancewand low 
em fuel (Claes L266) . Using these tactics, the Germans 
began to inflict heavier losses on Fighter Command. 
Fortunately for the Allies, these tactics were developed too 
late in the campaign to affect the outcome. 

The survival and continued effectiveness of the British 
radar system was not due to its invulnerability. The entire 
system was actually quite vulnerable and was successfully 
attacked, although often by accident. Radar’s continued 
existence had much to do with a German intelligence failure. 
The Germans could never obtain enough information to find 


the radar system’s physical weaknesses and did not develop 


ZS 


the tactics --necessaryx{ to. defeat othew radar system’ s 
operational weaknesses until it was too late. 

Se Substitutability 

SUbStLeGutabataty 1S the @anal Semiremicn that leer 
radar as a critical technology fer these emeish Gaerne Bartele 
Of Beimitaine It is clear that early warning of German 
operations was absolutely essential to the outnumbered RAF 
BO cueccea™ Tt Wasa Critical fomee mulkzipliem. Alehnoucnh 
other methods of detection were attempted, radar was the 
only technology available at the time that could provide the 
advantage required to keep Fighter Command in the game. 
Although radar did prove successful, using radio waves to 
detect aircraft was. not the only method the British tried. 
Sound detection was the first method tried to warn of 
apeeOaGching aLrerakt. 

The first attempt to detect aircraft at long ranges 
was with sound waves. The key to the system was an 
acoustically molded wall 200 feet long and 25 feet wide. 
Imbedded in the wall were numerous extremely sensitive 
microphones. It was envisioned that a vast system of 
directional microphones would detect airplanes far before 
the airplane came into view (Fisher, 1988). The tests 
proved to be a failure. The scientists found that any 


extraneous noise affected the accuracy of the devices. 
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Another problem was with the physics of sound. Considering 
that sound travels at only 7/00 miles per hour (only about 
twice the speed of the bombers), by the time the sound 
reflected from the plane and was received by the 
microphones, the aircraft were no longer where the sound 
detectors indicated (Fisher). 

An obvious solution was airborne surveillance to detect 


the launch and formation of German air elements over the 


Continent This ytactwereehewever, was  alsomout eof the 
question. First, the RAF did not have the manpower or 
equipment to support continual surveillance. Second it 


would be very hard for the airborne surveillance aircraft to 
effectively cover all the possible German airbases because 
they would have to maintain visual contact with each one. 
Lastly, surveillance aircraft would have been very 
vulnerable to German fighters over the enemy bases. lees 
clear that radar was the only effective means to provide the 
required warning so essential to Britain’s eventual success 
in stopping the invasion of England. There was no effective 


substitute. 


om SUMMARY 
The summer of 1940 was a desperate time for the 


British: The Germans controlled much of the coast of 


ZS 


Western Europe andy were preparing One enemas lo rmero nr 
Eng lands in order tO eisure a Ssuccessiml caannelecrossing 
the Germans had to have command of the air. The only thing 
that stood in Germany’s path was cet signer. WWMM crema e 1g am sic 
Command. Considering the Germans’ qualitative and 
quantitative advantages, the defeat of Fighter Command 
should have been no problem for the experienced Luftwaffe. 
Radar, a critical technology for the British, allowed 
an out-gunned and out-numbered force to achieve a relative 
advantage and ultimately succeed against the German 
onslaught. Radar easily satisfies the three criteria 
outlined in the previous chapter. The British depended on 
radar to warn of German bombing raids enabling Fighter 
Command to selectively launch only those squadrons necessary 
to meet the approaching threat and protect their aircraft 
from being attacked while on the ground. Only with radar 
could the British husband their scarce resources and survive 
through the summer. Although not fully exploited by the 
Germans, radar was quite vulnerable by direct attack of the 
control centers and by tactical deception. Lastly, radar 
was the only thing available that could give the British the 


advantage they needed to survive the Battle of Britain. 
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III. GLOBAL POSITIONING SYSTEM 


EX. INTRODUCTION 

For thousands of years men have been navigating this 
planet by a variety of ingenious means. A navigational 
technique developed by the ancient Polynesians is the use of 
natural stars (Parkinson & Spilker, 1996). This method 
involved triangulating your position from the Known location 
of the stars. After the development of radio technology, 
new methods of navigation were introduced. These methods 
included radio beacons, Vhf Omnidirectional Radios (VORs), 
and LOng-range RAdio Navigation (LORAN) (Parkinson & 
Spllker) . Much like navigating by the stars, radio 


navigation involved finding one’s relative position in 


mererence = tO a KMoOwm POSitEiOn = In “this “Case a “radio 
transmitter. Both of these systems had significant 
drawbacks. To navigate using the stars, the weather had to 
bem clear enough™ to see them. TO. Newgate =wsime mde o 


beacons, the user had to be within line-of-sight of the 
transmitter which limited the range of operations. With the 
MmVeMOadiceren OL artiitcial Satellites, both of # =these 
‘limitations seemed to have been solved. 

Artificial satellites made possible a revolution in 


navigation. Instead of uSing angular measurements’ to 


cage 


natural stars, a plan was developed by a small grauipo in the 
Department of Defense to use ranging measurements from 
artificial stars (satellites) to greatly oinpeo omecclnse, 
and virtually eliminate the problems of line-of-sight caused 
by natural and man-made obstructions. This led to the birth 
of the Global Positioning System, more commonly referred to 
aS Gr Ss. 

The Global Positioning System was developed by the US 
Department of Defense for military users. It took over two 
decades and ten billion dollars to deploy”™the twenty—eeven 
Satellite system (Pace et al., 1995). The benefits of GPS 
are enormous. GPS provides highly accurate navagation and 
pesallionincg. Lor sas vanvetbysotmmilitabyweecuaipment, includang 
alrcraft, ships, land vehicles, and most recently precision- 
guided munitions 94PGMs) . US forces have come “to nelly 
heavily on uninterrupted access to GPS as it has emerged as 
an integral component of almost every military system. A 
recent RAND report states that, “The US military 1S moving 
toward high reliance on GPS; seandeeiorcee Structure decisvoms 
are being made that assume GPS availability” (Pace et al., 
1995, p. Xvii). For example, Congress has ordered that any 
aircraft, ship, armored vehicle, or indirect-~-fire weapon not 
equipped with GPS after the year 2000 will not be funded 


(Pace et al.). These developments carry obvious benefits, 
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but there are risks as well. The more reliant we become on 
a continuous GPS signal, the more vulnerable we are when 
that signal is disrupted. The military, furthermore, is not 
the omly g@rganization shatels sumereasimg! ye relygnge on GPS 
coverage. 

Although GPS was developed to meet military needs, the 
commercial uses of GPS are expanding at an ever-increasing 
rate. GPS is used extensively in civil aviation and some 
ergdanazations, are spushingmto have GPSmas «thes single semwrce 
navigation system for all civil aviation due to its low cost 
amc versatllitywe(Comrigan ectwaike., 1999)ee Besides basic land 
and marine navigation, other civilian uses of GPS include 
mapping and surveying, construction, wildlife management, 
resource exploration, space operations, and law enforcement 
Pe-CspacemGorpobatd onjms! 999). The hot new items in cars 
are moving map displays and vehicle tracking options - all 
made possible by GPS technology. One area that is rapidly 
Smpandang ismehemuse wolf GPS» time dawba.mmAccurate timing is 


‘ 


essential for the seamless routing of “information packets” 
in communications systems and computer networks. GPS is the 
most cost-effective and efficient method to deliver 


precision time “stamps” so essential to the increased data 


rates of modern communication networks (Pace et al., 1995). 


Zo 


iB: BACKGROUND 


The theery behind GPS Sse qui bemsap lesen iilaeion 
trom Kkrewn sa@rellite™positiens -- “Sum ere acta Mwer (i nemo 
the system is much more complex. To understand the 


strengths and weaknesses of the GPS system, a more detailed 
examination of how and why the system works is required. 

aL GPS Segments 

The Global Positioning System consists of three major 
segments: Space, Control, and User. All three segments are 
Grr evecare Ene @ proper LUNeCElenilNG sor enewenlC Ire system: 

The first element of the GPS system, the Space segment, 
consists of the actual satellites orbiting the earth. 
Currently, there are twenty-four operational satellites and 
three spares that provide continuous worldwide coverage 
(Pace et al., 1995). The satellites are arranged in three 
Circular rings spaced evenly about the equator at an orbital 
ale rude Yous oour NM. Providing a minimum of six 
satellites in view at any time (and a maximum of eleven), 
the system is robust in that it could tolerate occasional 
satellite outages  (Papkeinmsonmes <Spomiker, 19916) Rewece t 
accurate positionmand time information, only four satellites 
are required. Padi tionalik7 ge the Cilseene ) Comtigizabien, sort 
three orbital rings allows three spares to replace any 


Single failure in the whole system (Parkinson & Spilker). 
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The satellites, once launched, are not autonomous. They 
require periodie up@dates@ee ensure accuraterdata is®prommded 
te the user. 

The second element of GPS is the Control segment. The 
control segment consists of the Operational Control Center 
and five monitor stations. The Operational Control Center 
is located at Schriever Air Force Base (rommer ly Shealecon ts) 
iin e Ciena domspaangs,;acColonmado. The five monitor stations 
are @ecateds atweHawalige ColiorademSprimgs, #Ascensiom Island, 
Diego Garcia, and at Kwajalein Island in the West Pacific. 
The Control Segment 1s responsible wforw the following 
functions: maintaining the proper position of the satellites 
through small commanded maneuvers, performing adjustments 
and “GemreegelOnsee to themesatellaite clocks: ands payload, 
Eracking the satellites and uploading the required 
navigation data, and finally relocating satellites win the 
event of a satellite’s failure (Parkinson & Spilker, 1996). 
Without monitoring from the control segment, the accuracy of 
the system cannot be maintained. 

The User Segment is the last major element of GPS. It 
consists of GPS receivers and the user community. GPS 
receivers convert the signals from the satellites to 
position, welocity, and»time estimates» Fowr satellites» are 


necessary to accurately compute the four dimensions of X, Y, 
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Z, (pest t1on) and Time (Dana, 1999). Generally, the 
receivers track mone satellite signals than “the “four 
required. By tracking more than four satellites, position 
accuracy can be maintained as satellites move out of view of 
the receiver. This is especially important for airborne GPS 
receivers due to the relative high velocities in all three 
dimensions. On the other hand, land and marine GPS 
navigation can operate for limited periods on only two or 
three satellites (Parkinson & Spilker, 1996). 


The Space, Control, and User segments of GPS cover the 


hardware of the system, but just as important -- especially 
if we are to considemethew vulnerability of GPS@== is the 
actual signal that the satellites transmit. Pie Loimewing 


is a brief overview of the GPS signal, how it is controlled, 
idee —eekr tSvence san thers ignal sro yrded  foremiineany 
operations and the signal provided for civilian use. 

23 GPS Signal 

To better cneeeepane GPS and how the signal can be 
vulnerable to unintentional or intentional interference, we 
need to examine the intricacies of the signal transmitted by 
the satellites. GPS satellites transmit two distinct 
srgquals’. The first is the Coarse Acquisition or C/A code. 
Designed for use by nonmilitary users, the C/A code provides 


the StamedardmePositioning Senmvice™ (SPs)= The C/A code is 


a 


less accurate, easier to acquire, and easier to jam (Pace et 
al., 1995). The code signal and navigation message for SPS 
is carried on the Ll frequency (1575.42 MHz). The C/A code 
modulates the Li carrier signal and spreads the signal over 
ama 8MHz bendwidehe spectrum Danay 19:99)m The accuracy of 
the SPS signal is intentionally downgraded by the Department 
of Defense by the use of Selective Availability (S/A). With 
selective availability, the SPS signal will provide at least 
mOmemeters horizontal .accuracyn 140"meter vertical accuracy, 
7 340 nanosecond time accuracy (Parkinson & Spilker, 
AO DiG)) im 


The se@ondse@gnalwprovided bywtthe satelMmite to he user 


iS ete: “Precvsmommror @P-code® Designed for authorized 
military users only, the P-code provides the Precise 
Eestelonimmdg service (PPSyre (Pace etal yw l). PPS data 1s 


transmitted on the Li frequency and an additional L2 
imeoquency . The L2q@meequeney (12@7.60 MHz), the P=code, is 
provided to measure time delays between the two signals 
prov@ding @G@eater positiven Yaceuracy In a@@atren, the Lz 
Signal is spread over a 10 MHz bandwidth spectrum (Dana, 
moo 9); The PPS accuracy is as low as 22 meter horizontal 
aecuraGg,, 27.7 meter vertical a@euracy, and a 100 nanosecond 
time accuracy - a significant improvement over the SPS code 


with Selective Availability activated (US Naval Observatory, 
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1998). The P-code is more difficult to acquire, therefore, 
current military GPS» receivers first track the lessPacctrate 
C/A code and then transfer to the P-code (Pace et al., 
He Sis.) 2 

ThewsPRS codeéecane be denied sto, unauthorirzedmusersmby 
cryptography. The DoD has the ability to encrypt a segment 
of the P-code. This technique is called anti-spoofing (AS) 
(Pace et al., I199o)2  Speoting=@=1s a Eyes or Jamming in whee 
a false signal is transmitted in an attempt to duplicate the 
real signal. The goal is for the receiver to track the 
false signal, thereby inducing errors in the navigation 
Seynbie neler When anti-spoofing is activated, the normal P- 
code is replaced by the Y-code, commonly referred to as the 
P(Y)-code (US Naval Observatory, 1998). To realize the 
accuracy, Of thes Precise Pos#irioning Serviee in the anti=— 
spoofing mode of operation, the user requires a classified 
AS module for each receiver channel and the proper 
cryptographic keyee (Pana, 1999). 

This brief overview of how GPS works only scratches the 
surface of a highly technical and complex system. Much more 
about the signal characteristics of GPS will be discussed 


when GPS vulnerability is examined later in this chapter. 
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Gay GPS AS A CRITICAL TECHNOLOGY 

GPS iS rapidly becoming the standard means of 
navigation for almost every military platform. It would be 
hard to find a soldier, sailor, or airman who does not have 
at least some experience with GPS. The enormous growth of 
GPS started in the Gulf War. The featureless terrain and 
the long and rapid movements made navigating in the desert 
extremely difficult. It quickly became apparent that GPS 
provided a distinct advantage. Witeh GPS, “@ealition forces 
were able to navigate at night and in adverse conditions 
when the Iraqi troops who lived there could not. The demand 
for GPS receivers wasS so great that more than 9000 
commercial receivers were purchased and used in the Gulf by 
everyone fuera I oot soldiers to aircrews (Aerospace 
Sorporat none 1999 )m SOF units were some of the first and 
only units to have a GPS capability at the start of the war. 
nome20r Special Operations ™seuadron, ~fiying @the= MH-S530 
PAVELOW helicopter, started the air war when members led a 
flight of Apache helicopters across the desert at night to 
destroy selected Iraqi air defense sites and blow a hole in 
phe Slracigwai beedefenses system formethe Coalition Air Force. 
The MH-53Js got the job because they were the only 
helicopters in the theater with the navigation system (GPS 


included) capable of the precise navigation and exact timing 
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the mission demanded. SOF has always been a leader in the 
development and use of new technologies and GPS is no 
SxeESougon . The question now remains whether GPS is a 
Merritt icale technology. for "SOP" in’ thet manner-i1n wicca. 
concept has been previously defined. To answer this 
question, the three criteria wef dependence, vulnerability, 
and substitutability are examined below. 

Bl: Dependence 

It is obvious that GPS usage by SOF, as well as the 
apap Department of Defense, has risen dramatically in the 
last decade, but has SOF become dependent on GPS _ to 
accomplish its mission? The level of dependency on any 
current technology is ditfiicul to wuantwamiy. Operatoms are 
often unwilling to admit their success relies on a single 
piece of gear and this is generally true. Mission success 
is seldom determined by the availability of a single 
technology, but mission effectiveness and level of risk can 
be impacted by a single technology. Realizing that 
dependency is not clearly quantifiable, dependency on GPS 
must be established subjectively. In order tom aceempilmish 
this task, I have reviewed the navigation equipment carried 
by various SOF units and how the equipment is used in the 
field. The following information was compiled from informal 


interviews with SOF operators. The data do not reflect how 
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GPS would be used for each of the wide range of missions 
Variovuem S@F urmitws may be requimeed to perform, but rather 
previdesma broad Shiageenot ef CPS “use: 

A few general trends are readily apparent when 
examining GPS use by SOF units. It is obvious that terrain 
and speed of maneuver have a significant impact on the level 
Ommgiependency on GPS. The more featureless the terrain - 
such as desert, open water, dense foliage - the greater the 
reliance on alternate forms of navigation. Also, the faster 
the movement and the greater the distance covered the more 
opportunity there is for error, especially when allowable 
‘time on target’ tolerances are plus or minus thirty 
seconds, or less. A review of the equipment carried by 
Mekleus sS@Re Units will provide wnsirght into the level of 
dependence on GPS. 

SOM’ awWaatiow is ome of the primary users of GPS 
technologies. All SOF aviation assets currently have on- 
board GPS units. On some airframes, such as the two 
Weesions @or™ the “Hoe ‘Little @Eira’, the -"omly Cn ~Ddoard 
navigation systems are GPS and LORAN (Jackson, 1998). All 
DOF M@=-l3@malrcraim® and most of the SOF helicopters have GPS 
integrated with inertial navigation systems (INS). The GPS 


provides nearly continuous updates to the INS to provide the 


Soy) 


best mavigation solution. Invoether wordsmathe Gromrs always 
On and providing vital inpueereei ne nagar ilen "Sy sireme 

GEound fmt s ee Carry GPS “Ubi tsSSom eayrequkaas basic. 
Special @Forces (SEPlteans @earny VEPs Munters ron ead so vem 
activities. The number of GPS units carried varies based on 
mission, equipment load, and team preference. An SFODA can 
Carry aS many as three GPS units for navigational 
asSisStanCereeeeneceinegiOL LEY Of Sr Units are using Ene Rockweim 
AN/PSN-1i1l Precision Lightweight Global Positioning System 
(PLGR). GPS units are also mounted on the various vehicles 
used by SF teams. 

Ties USA Perec Soe Cisieelacimues. Squaduons .(STSi\eand 
the Navy SEALS also carry the PLGR for navigation. Much 
like SF, the number of GPS units carried depends on team 
size and mission tasking, but GPS units are always carried - 
usually more than one per team. Mu baelke™ ints rare 
regularly carried to provide redundancy should a unit fail. 
Most SEAL units are also equipped with the Miniature 
Underwater Global Positioning System Receiver (MUGR) 
manufactured by the Trimble Corporation. The MUGR weights 
less than twenty ounces and is designed to operate to a 
water depth of S33mfeet (Willmmamsen, 1998). 

The different SOF units rely on GPS to varying degrees. 


This is evident by the type of training conducted and the 


Sie) 


mission environment. Of all the SOF components surveyed, US 
Army Special Forces appear to be the least dependent on GPS 
technology for overall mission accomplishment. iis react 
reflects a combination of mission environment and training. 
As previously stated, the level ene reliance varies 
Sugmaticaneiayqewiiea thes type of terraameeand method of 
movement. Walking patrols tend to use the GPS only as a 
backup at irregular intervals, whereas vehicle mounted 
patrols tend to have a much greater reliance. 

SP units “dew trate without ™ GPS ~avallabvltry “on a 
peGuUrring @basis. All 1nitwalS twaimamg is \saecempl ished 
without the aid of GPS and each member is required to 
Gemonstraceswhis Sbacic@= lamed navigation! skills during 
recertification exercises that are conducted each year. 

SEALS also conmemect initial navigation trainimrg without 
the use of GPS and some recurring training is conducted 
using only basic navigation skills, but on a much less 
structured basis. There is no formal requirement such as 
yearly recertification. The maritime environment, due to 
the lack of navigation reference points, lends itself to 


greater reliance on GPS as a continuous source of 


1 Basic land navigation involves navigating using only a 
map, compass, stopwatch, etc. No outside signal is sent or 
received by the user to aid in position determination. 
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navigation. On land, by contrast, GPS is used more as a 
pOSIL1On veérificatron tool. “Whe same >tserrue feoreclso unires, 
although STS appears to train even less without GPS 
availability than other SOF units. 

Lastly, SOF aviation assets use GPS on a near 
COneEnuoUuSsS. basis, GPS’ ase fully integrated Panve™ vehe 
navigation systems of the aircraft and provide continuous 
agree a... Training without GPS is normally only conducted™on 
training flights involving upgrades to a higher crew 
qualification or on evaluation flights. 

PMeWoucgieeneeValLlous aSpeccs Of oOr de erain cor val weng 
degrees without ehemaideof “GS navigation,» no known -jermnt 
special operations exercise has been conducted that required 
all part rerpantr swe Meonduceoperarilons =withcurr ene Sarde or 
GMs waeniaherecneavenere Tt is readily apparent that training 
without GPS is only done unilaterally at the unit or service 
component level, if conducted at all. Additionally, the 
longer SOF successfully uses GPS and the more comfortable 
Sperat orsmbeecome Using andmaerustlingmMmGPS -S@the @ereater Sene 
iLipaciewilieie should the GPomeional be lost. 

2. Vulnerability 

The Global Positioning System satellites may be 
orbiting at 11,000 miles above "the Garth and out cf reach of 


most weapons, but there is a weakness of GPS that is 


40 


potentially vulnerable to enemy exploitation: The most 
vulnerable aspect of GPS is the navigation and timing 
Signals coming from the satellite to the receivers on the 
G@roumidmeor im themanz. Like any other radio signal, GPS 
Signals have the potential of being disrupted. These 
disruptions can be unintentional or intentional and can 
seriously degrade the quality of signal reaching the GPS 
receivers. GPS signals are more susceptible to interference 
than ground based navigation systems due to the relatively 
weak signal strength of GPS. The satellites provide a 
Signal whose power level is -160 dBW (160 decibels below a 
watt) - a mere whisper when compared to most- radio 


transmissions (Alterman, 1995). 


a) Unintentional Interference 

Unintentional interference of GPS navigation 
Signals can come from a variety of sources. Layers of the 
atmosphere, especially the ionosphere and troposphere, can 
interfere with GPS signals and produce errors in receiver 
accuracy (Paskinsom Wem, op Ll ker, Looe. Additionally, 
commercial very high frequency (VHF) radio transmitters can 
drown-out the weak GPS Signals and cause loss’ of 
navigational data (Corrigan et al., 1999). Lastly, certain 


mowleviLsionm  teaanSmisomoens Can Camee Similame dqdifticulties. 
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Television stations often use very high power transmitters 
compared to GPS signal strength. Three television channels, 
channels..23,-66,mand 6o/,.9all have harmengGs that fai wr than 
the Wil>encwancmrited: power levels are much stronger than 
that of the GPS signal (Corrigan et al.). The interference 
caused by VHF and television transmitters is generally 
intermittent and localized, therefore, the threat to GPS 
Nepergal longs Noe stOnlrelcant . However, the fact that GPS 
can be disrupted by common signals does give us some insight 
into the possible effectiveness of the intentional 
GistupeLomy “Of @EPS signaelis ~by an ™adversary™ inten’ Mon 


degrading US military capability. 
b) Intentional Interference 


It is well know that the GPS signal is very weak, 
and, assuming a standard GPS receiver, a small 
level of noise in the GPS band can disrupt 
reception over tens or even hundreds of miles. 
(GOrr\ Gam cet cling so) 
Considering the relative weakness of the GPS 
Signal, noise jamming - a more pervasive threat than 
spoofing - can be very effective. “This approach [noise 
jamming] attempts to overwhelm a GPS receiver (by brute 


force) With wadio moise’ (Page eewals, 1995, pra. Fither 


wide-band jamming or narrow-band jamming can be employed. 
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Wide-band jamming is much more effective, especially against 
military users, because jammer noise can be spread across 
the entire bandwidth of the P-code making the jamming 
qifficult Geo ‘€eunibem (Pace et al., 1325). Jamming 
effectiveness depends on jamming power, range to receiver, 
and receiver characteristics. 

To analyze the possible threciemet GPS jamming, The 
Johns Hopkins University Applied Physics Laboratory in its 
GPS Risk Assessment Study (1999) developed a model to 
compare the estimated cost and size of a jammer vis-a-vis 
jammer power. Most. 0Of thew parts. required oO build wan 
effective jammer are readily available. An inexpensive 
Frequency Source, S@lidGstatre Beansmitta@r, power supply, amd 
onmi-directional antenna are all easily obtained. Only the 
ESCQMeCHCY Source muse *ner readily. availble ames must be 
specifically ordered (Corrigan et al.). Table 3.1, taken 
directly from the report, shows the estimated cost, weight, 
and volume of jammers at varying power levels. A 100W 
jammer designed to operate for a full day would only cost 
slightly over $400 and be the size of a small suitcase. The 
effect of such a small and inexpensive jammer is illustrated 
in Figure 3.1, also from the Johns Hopkins University’s 


m= DOrt . The shaded area of Figure 3.1 shows the area of 
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digruptaen Gf GPS C/A code signals) areyvariteus Wetaight 
altitudes caused by a 100W jammer. Depending on the 
aleitude;, a 10G=wejammer alonercan disuuperslonalseup come le 


miles away. 


Operating Time 


Weight Volume 


lb (Cu. en, 





Table 3.1 GPS Jammer Characteristics From Ref. Corrigan et 
al., ee, CD. omen 
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100 watt Jammer at Sea Level 
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Figure 3.1 Outage Area Caused by a 100-W Jammer From Ref. 
Copemeanemee al. 1999, Dp. a=). 


There 1S more to the GPS jamming threat than just 


numbers and electronic theory. A portable GPS jammer is 
already on the market. Aviaconversia, a Russian electronics 
firm, displayed a GPS jammer at Moscow Air ‘97. According 


to Aviation Week and Space Technology (Sept, 1997), “the 4W 
jammer will interfere with civil and military frequencies 
eee LO asmange Of.200km (108 min)”. (Nordwalljspad6).. The 
Pemex Galwece DoOweread bywbatteries yor 230 volts dsc. and 


MeL MES eOndiyuesko= 76 Lb). The next generation jammer is 
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expected to be 50% ‘Smeiiiere -neemimiohter. Aviaconversia 
claims to have several potential customers in the Middle 
Bast (Nordwal¥l, 2c The Russians are not the only ones 
developing this techneleg s 

The Naval Warfare Center, China Lake, CA., has 
also developed a prototype GPS jammer. Twenty devices have 
been built in a variety of shapes - some as small as a Coke 
can. According to W. Mark Henderson, an electronic systems 
engineer from China Lake, the devices could be produced for 
as little as $250 (Nordwall, 1998). 


The threat of jamming and the proliferation of 


Jamming technology are not the end to GPS. Antenna design, 
receiver design, and increased signal strength are all 
techniques to mitigate the effects of jamming. There is 


already one method that decreases the threat of jamming - 
the use of receivers that are capable of receiving and 
encrypeaing the P(yY) code. ~Figure 3.2, taken From an article 
by Stanley Alterman (1995) an the Wourmal Of) filegeronze 
Defense, clearly illustrates the effectiveness of using the 
P(Y) code and antenna design techniques. By examining the 
chart, we see that just a “1W jammer located 60 km away 
(line-of-sight) can prevent a well-designed GPS receiver 
using C/A-codé Grom acdudring Ssateiserres. 9. (p. 34). In 


contrast, a well-designed military receiver locked on to the 
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P(Y) code requires a 100 W jammer just 20 km away to disrupt 
the receiver (Alterman). Figure 3.2 also shows’ the 
advantages of antenna designs on jamming effectiveness. One 
type of adaptive antenna is the controlled radiation pattern 
antenna (CRPA). CRPA provides 20 to 30-dB jamming/signal 
PemeC Een. A special nulling concept currently being 


developed can provide up to 50-dB jamming/ signal rejection 
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GPS signals are vulnerable and becoming more 


vulnerable as companies such as Aviaconversia and others 


4/7] 


develop cheaper and smaller jammers. As we have just seen, 
these current jammers can be defeated, but is SOF 
effectively using these techniques to minimize their 
exposure to intentional interference of the GPS signals? 
The following paragraphs hope to answer this question. 

As previously noted, GPS vulnerability can “be 
reduced through the proper use of encryption which permits 
Use of the P(Y) code which not only increases accumae yw aecus 
iS sharder =<Llo Janevence wine. Flv) “Steede is” acquired: By 
Sampling SP, 9STS,@SEAL, am@moOr aviation units, I have found 
that all the units surveyed have access to and use GPS units 
designed for military use, therefore, have the ability to 
receive the P(Y) code. There are individuals who carry 
commercial GPS units as part of their personal gear, but I 
found no indication that the commercial units were being 
used aS a primary navigation aid; they are only carried for 
personal use in an emergency or survival situation. 
Although SOF units have access to military GPS units capable 
of encryption, are the operators taking advantage of this 
added capability? 

Overall, SOF units are taking advantage of the 
.added capability of encryption to receive the P(Y) code. 
Most of the operators interviewed stated that the units used 


in the field are usually keyed. Although it appears that 
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the GPS units are generally keyed, there is no indication 
that this is required in accordance with standard operating 
procedures or regulations. In addition, the operators: are 
not fully aware of the importance of obtaining and 
maintamm@ing athe P=e@edemeedurimg operations. Most operators 
were aware of increased accuracy, but most were not aware of 
the “encreased anti-jame= capabelitwesmeerhat the weP-eede 
provided: By not realizing the full advantage of the 
encrypted GPS signal, less emphasis* may be placed ‘on proper 
eiilet (Peron, pOsstoly -underminimg Ehe mission Sshould™yanmmning 
become a factor. 

Sw. Substitutability 

As mentioned at the beginning of this chapter, man has 
been successfully navigating the globe thousands of years 
before the advent of GPS. This being true, it would appear 
Phat GPS @ce Gast ly™ stibstitutec™ by ising .clider mt trred™ ard 
true navigation techniques. However, it is not so easy. 
The modern battlefield environment demands a level of 
precision and timeliness that is unmatched by any other 
period in modern history. Medern malitanymoperatlemsmcan 
BeGgulre Ciming Lo rhe secondm@and pesiition acctiracy tothe 
meter. At the moment, only GPS can provide this capability. 
mead EVOn,~eoOr (UnteSpademmot havesthe luxury of picking the 


environment in which they operate. Desert operations and 
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extended maritime operations are just two environments that 
can exceed the capabilities of even the best trained 
operators using no navigation aids besides map and compass 
techniques. 

Currently few navigational techniques can provide the 
accuracy of GPS navigation for the majority ofM@SOl .urttee 
For most SOF land and sea based ‘units, CPSs the wen, 
realistic alternative currently available that can provide 
the required accuracy in all environments. There are 
altermatives to GPS, but accuracy is sacrificed and 
complexity 1s usually increased. Ground-based navigation 
aids and inertial navigation systems are two alternatives, 
but each has Significant lJamitation®S fom matly applications. 

Many SOF aviation assets, and some SEAL boat units have 
the capability to use some of the ground based navigation 
systems previously mentioned such as VORs, TACANS or LORAN. 
Although many of the assets are equipped to navigate using 
these systems, it is unrealistic to assume that these 
systems will be available in the conflict’s area of 
operation. If an enemy can jam GPS signals, they can jam 
ground based navigation systems. In addition, these systems 
lack the accuracy required and are limited by line-of-sight. 
Another possible substitute, especially for aviation assets, 


iS Inertial navagawalon: 


>0 


Inertial navigation systems (INS) use internal gyros to 
measure accelerations on the X, Y, and Z axes. By tracking 
the accelerations in all three axes, a computer =§ can 
eaLculetemEne are labavesposim@ri1on, of the <unitts Sf ron.canewn 
Starting Beant VWrarrell, 1999). 

INS has been in use in SOF aircraft for decades. All 
models of the MC-130 have navigation systems that include 
INS. In addition, the MH-53J, the MH-47D/E, and the MH-60K 
use INS as an integral part of their navigation solution. 
Technology innovations have allowed INS units to achieve 
higher accuracy at lower costs, but INS does have some 
MinteakiOnSs = rlroe, inwerder tore-an INSPte” providemaccitare 
navigational data, a precise starting position must be 
Speerea into the) INS computer. Currently, GPS is the best 
source for an accurate starting position. Otherwise, the 
Starting location must be a presurveyed site with known 
coordinates. 

Second, Waertial” navigalion iS smet as accurate as. GPS. 
Beeoure INS integrates differential equations containing 
inertial measurements to provide a navigation solution. As 
a result, small errors in the measurements can lead to large 
velocity and position errors if allowed to integrate without 
eocnectLlon for long time periods’ (Farrell, 1999, p.1). A 


GO HO Wank EO amply thaz INS 1S mot an effective navigation 
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aid. Inté@issted WiEheiCPS ENeSweat Dprovidesesnueiie waccurate 
navigation solution when GPS is intermittent or unavailable 
in certain geographical areas. Untoreunately aNsS Lsiener 
Currently "feasible for all SOF *plattcmuis,” especially (oroune 
UMLes. SOF Technology Development is exploring personal 
inertial navigation systems, but they are still in the 
developmental stage (SOF Posture Statement, 1998). Even 
with the technological innovation in INS development, the 
Size, weight, and power requirements of current INS systems 
prevent their use by individual ground units (Farrell, 


Loo jm 


Ds SUMMARY 


The Global Positioning System is integrated into every 
aspect of military operations. This integration has been 
mandated by Congress and embraced by all the services. 

After a review of SOF navigation equipment and 
interviews with SOF operators, I can only conclude that SOF 
is moving toward dependence ‘on GPS systems for position 
orientation. This trend will increase as the culture 
changes and GPS is accepted as a primary navigation aid. 
Cum@rentiy, emphasis is Sige placed on basic’ land 
navigation, but the trend is more and more toward dependence 


On "Geo. 


Sy 


GPS is vulnerable! GPS relies on a weak UHEF radio 
signal from a satellite located thousands of miles above the 
earth’s surface. Unintentional and intentional interference 
1s a concern wherever GPS is used. Although there has been 
no evidence that any nation has intentionally interfered 
with GPS signals to gain an advantage in time of conflict, 
it does not mean that GPS jamming is not possible. The 
capability to jam GPS signals is available to any buyer and 
will only get better, especially if a market develops that 
Suppores Gevelepment in the industry. 

Lastly, there are some substitutes to GPS navigation, 
but those substitutes cannot provide the position and timing 
pecUraeyein all thesenvironments in which SOF must operate. 
Technological innovation may enable internal navigation 
systems to approach the accuracy of GPS, even for the 
individual soldier, but that could be a long way in the 
future. 

GEeSemPpasSseS@mrhe testtmmof aeriticadmey. GPS is a 
vulnerable technology that SOF is dependent on, yet there 


are no current substitutes that provide the same capability. 
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IV. SATELLITE COMMUNICATIONS 


A. INTRODUCTION 

Communmecatl lone s vital re the successful conduct of 
helibary @epesatiLOons On eae modern battlefield: The modern 
warfighting environment demands that forces operate 
seamlessly in an ever expanding and multi-dimensional 
bpattlef reid. Cmly through tite and aeeurate “Inhteemat ton 
can forces committed simultaneously to widely separated 
objectives achieve the synergy necessary to shape the 
battlespace and rapidly destroy or neutralize enemy centers 
Sf Gracey Information is rapidly becoming a strategic 
resource that soldiers depend on to execute their endless 
Marlety ChBmNSslONnsatGrlErich 19980 

There is no question that this trend will continue well 
into the coming decades. The operational concepts of Joint 
rors omen 2010 include dominant maneuver and precision 
engagement. Both concepts rely heavily on seamless 
communications between dissimilar platforms over large 
distances. Cupreneiy; the only way to effectively 
communicate in this matter is via satellites. 

Satellites permit direct communications on the 
battlefield between widely dispersed units. No longer do 


units have to maintain line-of-sight relay stations to 


a), 


ensure stable communications. Nor do they have to rely on 
terrestrial networks - networks that are usually 


insurficient or nonexistent in many parts Om@ethem orld. 


The development of satellite communications predated 
the development of the GPS system but followed a similar 
course. The objectives of communication research have been 
to achieve ever-increasing ranges and capabilities while at 
the same time reducing costs. Satellite communications were 
the direct result of this research. The Second World War 
prompted the development of two technologies that would 
eventually lead to the era of satellite communications. 
These technologies were missiles and microwaves. The 
combinations of these technologies enabled satellite 
communications to become a reality (Maral & Bousquet, 1998). 

The space era started in 1957 when the Soviets launched 
Phie= frst Gartii veal Msarellites (Spurn » Only elontm@ycaxrs 
later, the figese eonmerela. geostationary satellite, 
INTELSAT I, went into service and started a revolution in 
worldwide communications that continues today (Maral & 
Bous@uer, 199d). 

In just three short decades, all aspects of the 
military have fully embraced satellite communications as an 


2 Terrestrial systems use cable, including fiber optics, to 
achieve connectivity between stations. 
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integral part of tactical and strategic operations. 
Operations SDSSERT SHRED are DESERT STORM ushereéé™ in the 
widespread use of satellite communications that continues 
today. Over 1500 SATCOM terminals were eventually deployed 
to teahe theater to provide the critical communication Yinks 
between dispersed forces nig the absence 30, any 
Sommunicatioms infrastructure a@ross much of she aiwea wof 
operations. Of the over 1500 terminals used, more than 75% 
were single-channel man-portable military and commercial 
Uanes —(Dunmevyer, = Loge Even with the military and 
commercial systems, the operation lacked sufficient capacity 
to support all the regquirements for joint and combined 
operations. 

The following background discussion will provide a 
PEiecl OVery Tew "Or Mllitary Satelite communvcations and*some 
Principles behin@@their® operation. M*Altheugh the discission 
addresses some technical subject matter, te hts OnLy 
presented to provide a better understanding of satellite 
communications and not a detailed analysis of the technical 


aspects of satellite operations. 


oe 


B. BACKGROUND 

The military satellite communications (MILSATCOM) 
architecture is comprised of four segments (Pake, 1997). 
ihe first segment is the ultra” Nigh ™ irequency WS UHT) 
satellites that provide the bulk of the communications 
Gapabi lity so VSOF ground, sea, vandvair ferces, (Pike). (bas 
segment consists of FLTSATCOM, AFSATCOM, LEASAT, and UHF 
FollowOn (UFO) systems - all designed to support tactical 
mobile forces. The super high frequency (SHF) Defense 
Satellite Communications System (DSCS) is the second segment 
of MILSATCOM. DSCS supports high volume data transmission 
for command and control functions. Satisfying the majority 
of DoD’s medium and high data-rate communications, DSCS is 
much less mobile than the UHF systems due to the size of the 
user terminals and antennas. The third segment is the 
Military Strategic/Tactical Relay (MILSTAR) system. MILSTAR 
is designed to support strategic level command and control, 


but will also provide additional capabilities for tactical 


users. MILSTAR operates in the extremely high frequency 
(EHF). range (Pike, 1997). The fourth and final segment 
CONSISES Of vCOMmmerci al ScommunteGation sarellites.. Conmereral 


Satellites are used to augment the DoD’s' MILSATCOM 
capabilities when demands require additional assets (Pike, 


oo INMARSAT is just one example of DoD’s use of 
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commercial satellite systems (ce. expand communication 
capabilities. 

The focus of this research is the first segment of the 
MILSATCOM architecture = Calet imesh WHE satellite 
communications. There are two reasons why UHE SATCOM is 
being tested as a ‘critical technology’. UHF SATCOM is used 
much more than any other type of satellite communications 
fee CONNeChi Vit eoteiacmues] units. URE SAYEGOM prévides.the 
baekbDome @t Long-range communications @for SEALS, Special 
— and SOF aviation assets. Second, UHF SATCOM, due to 
its signal characteristics, is the most vulnerable to enemy 
countermeasures. imawadéa tion, StaeticalesUHPasatel late 
terminals have proliferated throughout all the military 
services, consequently, user requirements for UHF SATCOM are 
greater than the resources available (Griffith, 1997). 

The folowing sections describe how satellite 
communication systems work. A basic understanding of SATCOM 
1s required to understand how it can be vulnerable and how 
that vulnerability can be reduced. 

ae Satellite Operation and Components 

Communication satellites are nothing more than a relay 
Stawion fOr madi1o sigmalsmplacedmon a very magh. ‘hild’. ain 


its simplest form, satellite communications involves the 


5) 


transmission of an RF signal from an earth-based station? to 
the satellite (the uplink), followed by the retransmission 
from the satellite of another RF signal (the downlink) to a 
GuEReren= cameh-paesed Vseation (Bhecnardj oo 2) line wy oiemmass., 
components of a communication satellite are the receiver and 
receive antenna, transmitter and transmit antenna, and a 
power source. The capabilities and efficiency of a 
satellite depend greatly on the frequency range, power 


source and antenna design. 


ee Seen ec eee 
Military Manpack Terminals 
Commercial Crowded Spectrum 
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24 Frequency Bands 
Military satellite communications operate in three 
frequency bands = UME Scour , and) EHRe skew nEieeuwequency “band 


is used primarily for mobile and tactical satellite 
3 An earth-based station is any terrestrial satellite 
communications terminal including fixed or mobile ground 


terminals, maritime terminals, and terminals aboard aviation 
assets. 
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services. SHF satellite communications are more capable, 
yet require larger terminals. BHF band communications are 
currently being developed by both civilian and military 
agencies that will provide even greater capacity, yet offer 
the mobility of UHF systems. 


An advantage Ol higher frequencies 1s greater 


bandwidth. The greater the bandwidth, the greater the 
information carrying capacity of the satellite channel. For 
example, operating in the 4 - 6GHz frequency range provides 


emeoanewadthywae: —500° MAZ. butmeperataing aimee 0 pa S05 GHz 
range provides bandwidths of 3500 MHz - a sevenfold increase 
Oeuf £ itchy 998) . Greater bandwidths not only provide 
faster data transfer, but they also provide improved jam 
resistance. Additionally, larger bandwidths can be divided 
into smaller segments enabling more users to use the same 
channel. Die DrOCess@ eae “involve Giimmerous® ceontuo) 
techniques such as Frequency Division Multiple Access 
(FDMA), Code Division Multiple Access (CDMA), or Demand 
Assigned Multiple Access (DAMA) (Griffith, 1998). 

Bre Orbits 

Communication satellites can be deployed into one of 
four types of orbit depending on the desired coverage, the 
nature of the satellite’s mission, and the performance of 


the launchers. Theat OU Mee reitSs are sugeosynchroneus 
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(equatorial) Orbits, “elliptical orbits. low canrenmeorpi ts 
(LEO)js"and medtumeeareh orbies e(MEO)-“(Maral, “ease = Bach 
orbit type has unique advantages. 

The geosynchronous orbit is by the far the most 
popular. There are currently more than 200 samemites “an 
geosynchronous orbit. The area above the North American 
continent and the Atlantic Ocean is especially congested 
(Maral, 1998). The orbit is called geosynchronous because 
the “satellite thus appears as a fixed point in the sky and 
ensures continuous operation as a radio relay in real time 
for the area of visibility of the Pee eis” (Maral, p. 3). 
Plyaimge Over the equator eaten a lmreuae Of 35,766 km 125, 300 
miles) and at a speed equal to the earth’s rotation, a 
geostationary satellite can cover 42% of the earth’s 
surface. Only three satellites in geosynchronous orbit can 
cover the entire earth except for the polar regions 
(Leonard, 1999). 

The second ee Of” “Orbe Used “for “conmunteauet ons 
sarelii tes: 1s ene “ca aot ica leer tr. BllipticaMorbits™are 
inclined at an angle of approximately 64 degrees with 
respect to the equatorial plane (Maral, LOO oer An 
elliptical orbit allows the satellite to cover the regions 
of higher latitudes for extended periods as it proceeds to 


its apogee. Three phased satellites on differert orbits can 
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provide continuous coverage of a selected polar region. For 
exemple, the Russians use this type of orbit to ensure 
coverage to even the most northern reaches of their 
territory (Maral). 

The last two orbits are the low earth orbit (LEO) and 
egismwi el Ui wSeteell Cigés ec” (Athos The LEO has an altitude of 
830 km and the orbit inclination varies based upon coverage 
requirements. lie would take a Consec Wlarren ope 
approximately thirty satellites to provide worldwide 
coverage. The=MB@ehas an altweudeser approximately 10, 000 
km. Only 10 to 15 satellites in a MEO are required to 
provide the same worldwide coverage (Maral). Although many 
more LEO satellites and MEO satellites are required to 
maintain continuous coverage, the reduced power requirements 
(due to the reduced distance between the ground station and 
the satellite) enable the satellite to be much smaller and 
less expensive and also reduces the power required by the 
transmitting earth-station. In aGdTE1ON, lteis smuen easier 
com=meatnecmn a “Saeellite into a LOE or MOEm than a 
geosynchronous orbit. 

The previous discussion is presented only aS a primer 
and only includes the most basic information required to 
begin to understand the complex nature of satellite 


esomuunrcatlionss 
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Be SATELLITE COMMUNICATIONS AS A CRITICAL TECHNOLOGY 


The contingency [communication] planner has many 
Options tcr -G4iSk suppert,.. although. satellite 
communications remain the most important means for 
CONNeCl IVEY. This is not expected £0 change 
anvVEime- Soon. (Grarrach, ESos) aS secu 


Reliable long-range communications are especially 
important for SOF operations. Special operations forces are 
often tasked to conduct a variety of missions far from 
established communication networks. The often politically 
sensitive nature of SOF operations requires reliable 


communications to ensure connectivity between the operators 


and the National Command Authority. Although SOF may 
operate under the premise of ‘centralized control and 
decentralized -exeounLon sit SS sineealistic -tomthbinie thar 


the NCA will not demand an ability to monitor the operation. 


In addition, special operations forces can be tasked to 


provide ‘eyes on the target’ when other means~ of 
Surveillance are unavailable. Special Reconnaissance (SR) 
1S .€@ DraneGaioal Thmssioneei or wsOr  Ttoumees.. Success tule. 


demands the ability to communicate from any location and at 
any time = a defining capability ou satellite 
communications. AS previously mentioned, UHF SATCOM is the 


only segment of the MILSATCOM system that will be examined 
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as a ‘critical technology’ based upon the criteria of 


dependence, vulnerability, and substitutability. 


d Ha Dependence 


Global mission requirements, greater information 

transfer requirements, and rapidly increasing C4I 

technological advances combine to place enormous 

demands on SOF communications. (Grime bel 197, 

ee ae) 

UHE SATCOM is used extensively by special operations 
G@eouna Wnts and aviation units to provide essential 
GONNeceelvicy. Much like GPS usage, SATCOM usage is 
difficult to accurately quantify due to the same reasons 
mentioned in the previous chapter. To determine the level 
of dependence on UHF SATCOM the same methods are used that 
were used to establish GPS dependence. These methods 
include a review of the long-range communications equipment 
carried by SOF forces and informal interviews with SOF 
Seoearors = sfom= Oeil, of, and ols qround Umits and army -and 
meer rorce aviation units. AVY SOFP™Units require long-range 
communications capability, but how the units employ this 
capability varies a great deal. 

Army Special Forces are normally required to carry four 
long-range capable radios, though of course this can change 


based on mission requirements. The four radios include UHF 


SATCOM primary and backup and HF primary and backup. There 
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is considerable emphasis by SF Command to ensure all SFODAs 
ave (OLOPleGlIcmer Using wah tacdaec~ SF Groups Often Trequums— 
each deployed team to make at least two contacts per week 
Vie HE Sho enstise. COMMeECLIVIEY. Even with the emphasis on 
HE, UE ZSATCOM Stil accounts 6ory a large smajority “on 
communications when channels are available. This is mainly 
due to the greater ease of use and better capabilities of 
SATEOM versus, HF “radios: Simian Second toms drew BOuUnC) lem 
SG Mice pOpatc) ere bugle oe 

Air Feoree Special Tactics persommel use and tratmeyrrg 
HF much less than does Army SF. Frequently; HF radi@st@aire 
not even carried by the teams, requiring a complete 
dependence on SATCOM for all long-range communications. 


Comsidermmeethat sle@ecssstul HE rediomconnectivity 1s Open 


dependent on user training and skill - it was even called an 
Mart | bY I@mewGperotom — B@nats mot regulemly communicating 
via HF will degrade that capability. There is no question 


Ehat SES8is able toeconmmunicate vlamie radios, bubetne Ness 
comfortable the teams are with HF the less likely they will 
be to use HF when SATCOM is degraded. 

Navy SEALs also rely on UHF SATCOM for long-range 
CommuUn1l Cat Looms: Muche likes@SB endwsisy SEAS scarry born HE 
and UHF SATCOM radios, but the vast majority of the teams’ 


long-range communications are carried via SATCOM channels. 
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All SOF aviation assets currently have UHE SATCOM 
eCapabiigvty and@ rely "em it muen more ™i@han on HP: Wmca 1 
BEcene MOU cables gaddea 4 HiVcapabiliy meoesions of the 
Hate Ligeilleesbird’ Yorly nad a UHF SATCOM (Jackson, 1998). 
The importance of UHF SATCOM was clearly demonstrated when 
SOF forces deployed to Haiti for Operation UPHOLD DEMOCRACY. 

Part of the contingent that deployed to Haiti as part 
of Operation UPHOLD DEMOCRACY was the 37° Special Forces 
Group (SIG): One of the SPoaGoups responsibilities was to 
provide security and assistance to the people throughout the 
SoumemysicGder This required numerous “SFODA teams to 
establish operations in the remote regions of Haiti. After 
years of internal strife, Haitian infrastructure was 
devastated. No telephone service existed throughout the 
island nation and few communities even had electricity. In 
aco bLOn, ene = MeouUnlLammouS@meountrySide made weline-of-sirgnt 
communications virtually impossible. Satellite 
Communications beware the only reliable means for the teams 
to send and receive information (Briefing by Colonel Mark 
Boyatt, August 1999). Colonel Mark Boyatt, the Army Special 
Operations Task Force Commander in Haiti, relied on daily 
UHE SATCOM biéadcast to relay critical’ ferce™pretect ion 
information to the widely dispersed SFODAs. Without UHE 


SATCOM, the level of coordination between the SF teams would 


of 


have been significantly reduced, thereby reducing overall 
mission effectiveness. 

2: Vulnerability 

As previously mentioned, UHF SATCOM is the workhouse of 
the MILSATCOM system and accounts for the bulk of the 
tactical capability provided to dispersed and highly mobile 
SOF units. Unt#ortunately, UHF SATCOM is the most vulnerable 
to detection, interception, and Jamming (Griffith, 1998). 
UIE SGARCOM svulneéseability is based not only on ‘sigma 
characteristics, but also on satellite antenna design and 
coverage.’ 

Antenna design can have a significant impact on the 
VHlne ran tyeror “are SGATCOM RE si cGnal. There are two basic 
antenna designs. The first is a spot beam - a focused RF 
pattern sent only to a limited geographical area. The 
second antenna pattern is the Earth Coverage (EC) beam. 
Having a dispersed antenna pattern, the EC beam covers a 
large geographical area. A jammer located anywhere in the 
coverage area of an EC beam can induce noise on the uplink 
signal used by the satellite. Since the UHF transponder 


merely retransmits the same signal on the downlink with the 
4 Although satellites can be vulnerable to other types of 
threats such as physical destruction of the satellite or the 


ground control stations, only electronic vulnerabilities are 
discussed for the purpose of this thesis. 
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same jammer induced noise, the retransmitted noise then 
affects the entire area of the EC beam -- effectively 
haniiing. theme leg@eolvemage™areemmor the esate] ite. inp the 
jammed frequency range. 

The characteristics of the UHF signal make it more 
vulnerable to jamming than the higher frequency bands. UHF, 
with its small bandwidth, cannot effectively filter out 
jammer induced noise without losing total or partial signal 
integrity. The threat of electronic jamming is real and has 
been developed over decades by the former Soviet Union. 

The--capability™ to yam UHP stonale wis swirdéespread. In 
the early 1970’s the Soviets developed a whole new type of 
warfare = Regmso <diwbeciesonimemCombat (REC) . Radio Electronic 
Combat was integrated into all aspects of Soviet military 
doctrine and became an integral part of the operations of 
all the military services’ (Chizum, 1985). The legacy of the 
Soviets’ emphasis on REC is a mature capability that has 
proliferated throughout the world. Pe rev tewmot welasstered 
and unclassified sources reveals a plethora of jammers 
Capable eof wkiisruptimg siemalss am the Uniespeet rum. 

The final aspect that makes UHF SATCOM vulnerable is 
the sheer number of users trying*’to gam access¥to a amited 
number of channels. “Tactical satellite terminal equipment 


has proliferated within all the military services. As a 


eo 


consequence, “user requirements for URE Bea TCOM are wnormally 
greater than the resources available to satisfy them’ 
(Gieli ice, 1998). The previous quote from the C4ISR 
Handbook for Contingency Planning clarifies the problem. 
Self-imposed ‘jamming’ through signal saturation may be just 
as problematic as enemy jamming. Every operator interviewed 
cited problems with SATCOM channel availability. There is 
no Q“Uarantee TEhat “SOF units wilieeder™ privorvey)—. possibly 
forcing units to employ means other than UHF SATCOM for 
long—sange CommunircCartons. 

Si Substitutability 

Although UHF SATCOM is presently the backbone of the 
MILSATCOM system’s tactical communication capability, it is 
not the only method “of long-range communication for "small, 
dispersed units. To evaluate the substitutability of UHF 
SATCOM, the following paragraphs will examine current long- 
range communication Capabilities, particularly “by HF’ Radio, 
and future systems that are in development that could 
replace UHF*®SATCOM. 

Before the advent of satellite communications, HEF (High 
Frequency) radio was the primary transmission means for 
over-the-horizon communications (Griffith, 1998). Although 


the military role of HF radio has diminished significantly 
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over the last decade, it is still a viable, yet less capable 
alternative. 

Hes readne wc eaters mcmoammy fren, saLeimeter cefmunteations 
to achieve long range communications. HF radio works by 
bevunecangmrhe Resi gnaligoif theswonized layers of the™”earth’ s 
upper atmosphere. Layers of the ionosphere act as mirrors 
to reflect the radio waves beyond the horizon in a somewhat 
predictable manner (Griffith). Although HF systems are less 
expensive than satellite networks and recent technological 
advances have made HF radio more reliable, HF radio still 
has Significant drawbacks when used in a military 
environment. 

HF radio can support only a relatively small bandwidth. 
Generally useful for only voice transmissions, HF radio can 
accommodate limited data transfer, but only at a 300- 600 
baud rate (Griffith). HF radio is also vulnerable to enemy 
direction finding and jamming. Since HF relies on bouncing 
the RE signal off the atmosphere, weather patterns, 
sunspots, man-made electronic noise, and other phenomena can 
cause severe signal disruption or atmospheric blackout 
[iGrit foes Lastly, “HF is the most extensively used 
international frequency band, a fact that complicates the 
frequency acquisition process” (p. 73). Not» only do military 


users have to compete among themselves for available 


aa 


frequencies, but they must compete with civilian users as 
well. 

HF communications are also less suitable in a tactical 
environment where mobility and speed are required. jae 
radios often require much more time to setup and teardown 
then UHF SATCOM systems. HF transmissions generally require 
long antennas that must be stretched out above the ground 
before transmissions can be made or _ received. This 
increases a unit’s signature and reduces its mobility. 

HEF radio remains a  low-capacity alternative to 
satellite communications for some applications, but HF radio 
is not a substitute for the high band-width requirements of 
special operations forces in our highly communications 
intensive environment. 

One system that is rapidly being developed that could 
replace UHE SATCOM for’ the tactical user is MILSTAR. 
MILSTAR operates in the EHF portion of the electromagnetic 
spectrum making it a much more capable and survivable 
Si Sipeme 

First, the antenna design of the MILSTAR satellite 
mitigates jammer effectiveness. The MILSTAR satellite, 
PPenSMEpEingGs in “ties EHR spectrum, hastMmEenewecapacity Shemisec 
multiple spot beams. Unlike the earth coverage antenna of 


the UHF SATCOM systems, if a jammer is located within the 


eZ 


spot beam, it affects only the area of the spot beam, 
allowing the remaining coverage to be used normally. 

Another feature of the EHF signal is the multiple 
access control techniques employed by MILSTAR. One such 
fechnigue that MiSs (quate .jJam—-resistant 2s Code Division 
Multiple Access (CDMA). CDMA is “a dynamic multiple access 
technique where the total transponder bandwidth employs a 
separate and distinct code for each user to access a traffic 
channel at any instant in time. This technique is also 
ea lled spréadaespect runes Grittinucih, i990 yao. 1045 Without 
the proper user code, the satellite transponder will not 
accept he sigmal, therefore, 1t filtesms out) the morse, from 
the jammer. 

The higher frequencies, once again, allow much higher 
bandwidths. The high bandwidths give EHF satellite 
communications added jam-resistance. With such a wide 
bamawidth, —MOlSeescamgeoce filwered. out withovmeebosang Jehe 
Original signal. The very wide EHF bandwidth allows it to 
operate below the noise level induced by a RF jammer, making 
it almost immune to induced noise. 

Lastly, due to the highly directional antennas used 
with EHF TACSAT communications radios, there is a low 
eEooaba It aro. SImeorecpumenG. Gimecet ion. Erinding, unlike UHF 


SATCOM antennas (Field Manual 24-11, 1990). The Rockwell 


ie 


Corporation has developed an EHF man-portable terminal to 
WOrk with “the MEiLSTAR System, bul 16 weights: alm@ee thire. 
pounds and is much bulkier than current portable UHF SATCOM 
systems (Williamson,1998). Unfortunately, tactical MILSTAR 
systems are not yet in use by tactical units. 

Other commercial satellite systems offer promise as 
substitutes for UHF SATCOM for the tactical user. Companies 
such as Iridium, Teledesic, Globalstar, and Celestri are 
developing systems to provide worldwide coverage using 
smelt, most handaneVarunits (Grr it peng ooo All of the 
above systems use LOE or MEO satellite constellations. For 
example, Iridium uses sixty-six satellites in low earth 
orbit to maintain continuous coverage. Due to the large 
number of satellites and the corresponding small coverage 
area of each satellite, these systems will make it difficult 


to effectively jam the transmissions. 


D. SUMMARY 

SATCOM is the only way to provide reliable, global 
communications in a timely manner. Other means of 
communications have inherent limitations. High frequency 
radio lacks the reliability and the capacity required for 
military operations. Line of sight radios have neither the 


range required nor the ability to operate in all 
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topographical areas. Finally, landlines are often not 
available, take a long time to install, and are highly 
wulmenable bes dismupeaon .- Satellite communications have 
become an integral part of DoD activities including special 
eperatlons: After examining the factors that define 
Crmetical technologies for SOF, it appears that UHF SATCOM is 
a cCriteiveal teehnnole@m@y, but it may not remain so for long. 

Special operations assets are dependent on UHE SATCOM 
for celigele "Ong-range Communications. Vie mye eo Ulcme lin Lt 
and every aviation platform has a UHF SATCOM capability and 
UHF SATCOM carries the vast majority of long-range 
transmissions. Additionally, the primary substitute for UHF 
SATCOM, HF, is being used less and less. 

UHEF SATCOM is vulnerable! The signal characteristics 
and antenna design make UHF SATCOM the most vulnerable 
military satellite system presently deployed. Countries 
such as the former Soviet Union spent decades developing and 
MaeieinegesyStems Cesignedstoudicrupt thew t es poridiomsor pric 
electromagnetic spectrum. It would be unwise to think that 
this knowledge has not proliferated to other potential 
adversaries. The last area of vulnerability for UHF SATCOM 
Pewee tOn aw oo Meet channel savatlability 1s 


not expanding as rapidly as user demand. Too many users 


es 


Crying to Use Loo Lew channels Gan berger as disrupei ve as 
enemy jamming. 

Currently, there may be no substitutes for UAE SATCOM 
for the individual SOF operator, except the less capable HF 
radio. However, this is changing fast. With the advances 
in’ teBeeommunweat rons Uhr SACOM? pala Oi el Ui inherent 
limitations, will be replaced by much more capable and 
secure systems such as man-portable MILSTAR terminals or 
other commercial systems that are more mobile and less 
susceptible to disruption. 

Special operations tactical units are dependent upon 
UHF SATCOM for long-range communications and the system is 
vulnerable to disruption by an adversary and from our own 
overuse. What will soon change is the substitutability of 
UHF SATCOM. Other more secure and reliable systems are 
being deployed that will have the capacity to meet the 
increasing demand for satellite communications on the modern 


battlefield. 
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Ve SUMMARY/ FINDINGS/ RECOMMENDATONS 


When war 1s transformed, re can be. 
transformed for all belligerents. A national lead 
1S POsSiele, —tndecd It Is a fact For the United 
States today, but a permanent national lead is not 
certain. Moreover, even if (improbably) the 
United States alone can enjoy the benefits of 
Space age information warfare for the next several 
decades, enemies will be motivated to find ways to 
rFestmmer Lne Goma "or InfLormatron Lea milittary 
advantage. (Gray, 1996) 


Des SUMMARY 

Technology and continued technological advancement are 
essential to modern warfighting and will continue to be so 
as advancements in navigation, communication, mobility, 
Fogistics, amd intelligence continue at an ever increasing 
pace. Superior technology has provided the United States 
a 1 weave, Pea Cae) special operations forces, Wien 
Significant advantages over our adversaries in recent 
conflicts, but the United States cannot and must not become 
comfortable with the advantages we currently maintain. 
Additionally, the United States must guard against relying 
on technologies that are vulnerable to enemy actions. This 
thesis proposed a model that can be used by all levels - 


Strategic, operational, and tactical - to evaluate our use 


Feu 


Of Technologies tor ™determime if “uney. are Sep reics te 
successful mission accomplishment. 

The previous case studies were used to illustrate the 
concept of criticality presented in the first chapter. POs 
a technology sto Wee considered, Cait veal wie NUSterr rst ee 
evaluated against three factors - dependence, vulnerability, 
and substitutability. Dependence is satisfied if the 
technology is required to perform the mission or the absence 
of a given technology will significantly decrease expected 
mission effectiveness. second, for a technogkea to be 
considered vulnerable it must be reasonably susceptible to 
enemy eExoloitatlon, “deqradaiaion , em Cestuuerio nye bast ly; 
the technology cannot have any readily available substitutes 
that can replace it without loss of mission effectiveness or 
increased risk to the users. None of these variables are 
easily quantifiable. All reguire subjective judgements on a 
case-by-case basis to determine if the criteria are met and 
in what circumstances. 

The purpose of this thesis is not to discount the 
relative advantages technological innovation provides SOF on 
the battlefield. Nor does this thesis promote a change in 
course away from technology as a means to gain an advantage. 
By developing the model and applying it to a historical case 


and two current cases, I hope to encourage special 
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operations forces at all levels to look beyond the immediate 
advantage of a technology. War is a dynamic, interactive 
process in which both sides are trying to out-maneuver, 
outwit, and overcome their adversary’s forces over time. A 
technological advantage or capability enjoyed at the onset 
of the conflict may not be available at the end. Presently, 
no adversary is capable of challenging the United States 
directly, therefore, we can only assume that our adversaries 
will use asymmetric strategies to avoid our strengths and 
exploit our weaknesses (Edwards, 1997). The model developed 
in this thesis provides a framework from which to evaluate 
current and future technologies to determine if a technology 


can be exploited and turned into a weakness for the US. 


Ibis FINDINGS 

Radar, GPS, and UHF SATCOM are by no means the only 
Sases OF Grictical technologies, They are only used to 
illustrate how technologies can and should be evaluated, not 
only once deployed, but also during the development and 
procurement stages. The current examples used Uae ents thie sarc 
and the method in which they were evaluated are at the 
Baet iCal level Of cmploymen. Only, but the critical 
technology model developed in this thesis can be used for 


every level of combat analysis - strategic, operational, or 


aS 


tactak@a l - Other technologies, that "eeula” fall Bierce these 
categories andwmay be.considened critical mighty) include 
those “supporting the “Glebalr command” and@=Centrom™ system 
(GECs), stealth technology, witacticaimand Seentecaqmewmobi iia. 
and any commercial-off-the -shelf (COTS) items that can be 
acquired, evaluated, and possibly exploited by anyone of 
our adversaries. 

Probably the biggest question is: why should we be 
worried? NG MGounEiazwahas been mapillies tee neaienGgS aac S 
ee ee and there are very few countries in the 
world that have demonstrated the potential to do so. No 
nation has conducted widespread jamming of the GPS signal in 
an effort to disrupt our military activities. The same can 
be said about UHEF SATCOM. Disrupting wer deg ache GES sein 
ULE SeATCOM scertainly can..be done, iste: woUudids cake ain 
adversary with sufficient resources and sophistication to do 
SCu een or teebiye ang isietemnece maniac: Furthermore, we 
have substitute technologies or techniques in many cases 
that will allow our forces to operate in some capacity. The 
answer, of course, is that just because an enemy has not 
struck at a critical technology does not mean one will not. 
If the enemy does strike, will we be ready for the 


consequences? The next section takes this point to the 
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extreme, but in doing so it illustrates our potential 
technological vulnerabilities. 

dys Electro-magnetic Pulse 

Electromagnetic pulse (EMP) and the effects of EMP have 
been recognized for over three decades. The first evidence 
of EMP effects occurred when the US detonated an atomic 
device above Johnson Island in July 1962. Just seconds 
after the blast, the Hawaiian Islands, over 800 miles to the 
northeast, experienced severe electrical problems including 
ecupped burglaxzx alarms, sa<appede carcumat breakems,eeand 
extensive power outages (McGrath, 1992). EMP is a real and 
dangerous phenomenon. 

Electromagnetic pulse is a high voltage burst of 
Snergwa Much marke “a lightning bolt. The pulse lasts for 
Just a fraction of a second but can render unprotected 
electronics useless, especially modern electronics. As 
circuits get smaller and smaller and required voltages are 
reduced, the possible effects of EMP are even greater. EMP 
can cause a variety of adverse effects. In the case of 
igi tal Vege Vemeenlts, these effects Can include transient, 
resettable, or permanent damage. The damage can be caused 
directly by the collected EMP resulting in system failure, 
or EMP can trigger internal power sources to respond in 


unintended ways that can also cause system failure (U.S. 


onl 


Howse Of Kepresentalivyes, 1997/)2 Sliceleceronve” Gaumencmams 
turned off, it 1s less likely to be damaged. If the 
equipment is turned on, themigapta = treeease siaecurrent wii 
cause every semiconductor to go into overdrive and overheat 
(Biv as, siggy e 

There are two general types of EMP - nuclear and non- 
nuclear. The first and most common type is electromagnetic 
pulse produced from the detonation of a nuclear device. The 
physics of how the pulse is produced from the nuclear 
reaction is beyond the scope of this study, but a few 
factors concerning bomb delivery are relevant. The amount 
of EMP experienced by electronic systems depends on weapon 
vyreleyr loecabron or “burst,--al)lumiude of busmst, “and “hype sot 
weapon (U.S. House of Representatives, 1997). Basically, 
anything within line of sight of the blast can be affected. 
For example, a high yield weapon detonated 250 miles above 


piecmmcenter em the continental United States “would aifecsu 


electronics from coast Ee coast Wes . House er 
Representatives). The likelihood of an adversary detonating 
a nuclear device over the US is, admittedly, small. Not 


only does a state have to develop a warhead; it must also 
have a delivery vehicle capable of achieving sufficient 
altitude and distance to maximize effectiveness. The more 


likely scenario could involve detonating a nuclear device 
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Over @HG “Pereosceeprior to, or instead of, a conventional 
attack (Edwards, 1997). This scenario would require a much 
smaller warhead and a much less’ sophisticated delivery 
leva taemem: buSstowour high reliance one the merochip in 
almost every platform and piece of communication gear, much 
of our military capability would be devastated, yet not one 
building would be destroyed, nor would any US soldier be 
killed. Conversely, an enemy well prepared for an EMP event 
can protect its equipment and significantly reduce the 
effeets. WildewttheesliaSe when havesenoucheegwis VaemeaEoneet O 
retaliate in kind if the adversary’s “clean” use of a 
nueWear weapon did met directlymingure amseamgqle U.S. soldier 
(Edwards, 1997)? This is the dilemma of nuclear EMP. 
Non-nuclear electromagnetic pulse should also concern 
US mor Gese The physics behind nuclear and non-nuclear EMP 
autiersaibuemeshe @resulips aces similar, althoughmdatiicrentmin 
scale. Non-nuclear EMP weapons use complex explosives to 
generate a powerful, yet short lived, electrical field 
iKepp,. ie ).: The te@i print of non-nuclear EMP @évices@is 
considerably smaller than that of a nuclear device. Non- 
nuclear devices may affect areas of tens of meters to 
-several hundreds of meters in radius (Kopp). Possible 
targets are tactical operations centers, communications 


nodes, or Corps/ Wing level headquarters. Non-nuciteam EMP 


es 


weapons are not only technically feasible, but also 
relatively inexpensive to build when compared to the costs 
associated with a nuclear weapons program. Due to the 
relatively isolated effects of non-nuclear EMP weapons, they 
are not currently able to devastate a theater force. 
However, they do not have to. Even temporary disruption of 
our electronics by EMP may be enough to change the course of 
the battle. 

EMP effects can be mitigated. Electronic devices can 
be hardened against EMP. If EMP hardening is built in from 
the start, the costs of EMP hardening can be as little as l- 
5% of total system costs (U.S. House of Representatives, 
EoS7 = If done after the fact, the costs are significantly 
higher. Some military systems are hardened against EMP, but 
Considering that S5s %ot “all mi livary”  comiunitcatiteons ge 
through commercial channels, the expense of hardening all 
COTS systems would be unreasonable. 

Considering the effects of Electro-magnetic pulse, we 
must assume that any unhardened piece of electronics is 
potentially vulnerable. Tiers alsowmetear thaemrall Urs. 
forces are becoming increasingly reliant on advanced 
technologies in almost every aspect of military operations - 
duaeawng ee and in war. Not all technologies will be 


consmderedecritical, but many wilT. 
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Cy RECOMMENDATIONS 

This research would not be complete without some 
recommendations concerning critical technologies. No 
wechno logy e@shouliadsbe” Guitical’= tosmissioneaccomplaishment, 
bat due tomthemwide @variety and® complexiey off special 
operations missions there may be no way to avoid dependence 
on some vulnerable technologies. There are two methods to 
mitigate the risks posed by critical technologies. One 
method is to develop technological fixes and redundant 
systems. The second method is to develop doctrinal offsets. 

Of the three factors that define critical technologies, 
substitutamlity can be addressed Eemeoucgh advanced 
technological development to provide redundancy for all 
systems. S05 1S) active in pursing  thiSs™ course. By 
considering only the two recent cases presented in this 


thesis, we can see that SOF has an ongoing research and 


development effort ee many areas of longerange 
communicatzens. Advances in HF radio are making these 
radios more capable and easier to use. In adehtearen , 


satellite systems uSing a different frequency bands and 
employing varying orbital configurations are being developed 
to supplement UHF SATCOM and reduce vulnerabilities. By 
having so many redundant systems, we can possibly take UHF 


SATCOM off the wm@@ritical list. 
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Advances 1n precision navigation meemMeds™are wmee Likely 
to replace GPS in the near future. Here too, USSOCOM is 
actively exploring alvernates to oGPS, such as INS) units ton 
individual soldiers, but much more has to be done in this 
field to make it possible. Technology cannot be the Wemly 
fix to the problem. As I have argued before, we must 
realize that a motivated and creative adversary can develop 
countermeasures to our new technologies. The United States 
cannot assume that the technological advantage we enjoy 
today will last forever. 

The other method for addressing the criticality issue 
1S @@arough doctrinalsechanges and tragning. Joma doctrime 
should address the loss of significant capabilities. 
Tactics, techniques, and procedures should be developed to 
ensure continued operations if communication, navigation, 
CONpMEaRo, eG agkeie abla ie 7 capabilities are anche on 
Significantiy degraded. Clivlousty, Operations] wal. =10Tu 
continue as before and a decrease in effectiveness should be 
expecwed.w@ Yet, with proper piltamming, seperations should met 
cease. 

Coincidine @iosely with d®ctrine “s..a trailing program 
to test SOF’s capabilities in a degraded environment. Once 
doctrine is developed, it must be put into practice through 


training exercises that simulate the loss of a critical 
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technology. As I “previously stated, I have found no 
evidence that SOF has been forced to operate without GPS 
during any major exercise. Doctrine cannot be written and 
training exercises cannot be conducted to prepare cox the 
loss of every technology applicable to special operations. 
It will be up to individual commanders to decide which 
technologies are most critical based on mission requirements 
and the operating environment -- only then can contingency 
plans and training programs be developed to deal with the 
technology loss. 

The United States can never assume a continuous 
technological advantage. Worldwide technology proliferation 
and the rapid advancement of computing capability allows any 
nation to obtain significant technical capabilities at 
relatively low cost and possibly faster than our own 


acquisition system allows. SOF must continue to innovate and 


diversify- as it has in the past - in order to remain a 
competitive Loree. However, the iE Migle niece alejg! and 
diversification cannot only be in technology. They must 


also be in doctrine and training to ensure continued 


relevance in an unpredictable world. 
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